UBND TINH PAK LAK CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG DPéc lap - Tu do - Hanh phiic
S6: 19 /KH-STTTT Dik Lék, ngay 11 thang 4 nam 2023
KE HOACH

Kiém tra cong tic dam bzo an toan thong tin, an ninh mang nim 2023
trén dia ban tinh

Can cu Ludt An toan thong tin mang nam 20135,
Can cu Ludt An ninh mang nam 2018,

Can cir Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé
bao dam an toan hé thong thong tin theo cdp do,

Can cur Nghi dinh 56 53/2022/ND-CP ngay 15/8/2022 ciia Chinh phii quy
dinh chi tiét mot so diéu cua Ludt An ninh mang;

Can cir Chi thi so 14/CT-TTg ngay 25/5/2018 cua Thu twong Chinh phu
vé ndng cao ndang lic phong, chong phan mem doc hai; Chi thi so 14/CT-TTg
ngay 07/6/2019 ciia Thii tudng Chinh phii vé viéc tang cwong bdo dam an toan,
an ninh mang nham cdi thién chi s6 xé}) hang cua Viét Nam,; Chi thi s6 18/CT-
TTg ngay 13/10/2022 ciia Thii twéng Chinh phii vé ddy manh trién khai cdc hoat
dong ung cuu su co an toan thong tin mang Viét Nam; Chi thi s6 23/CT -TTg
ngay 26/12/2022 cia Thii twdng Chinh phii vé ting cuong cong tdc bao dam an
toan théng tin mang, an ninh théng tin cho thiét bi camera gidm sdt;

Can cir Quyét dinh sé6 830/0P-TTg ngay 01/06/2021 cua Thi twdng
Chinh phii phé duyét Chwong trinh “Bdo vé va hé tro tré em twong tdc lanh
manh, sang tao trén méi truong mang giai doan 2021 - 2025”; Quyét dinh sé
964/0P-TTg ngay 10/8/2022 ciia Thii twéng Chinh phii phé duyét Chién hroc An
toan, An ninh mang quéc gia, chii déng ing phé véi cdc théach thire tir khéng
gian mang dén nam 2025, tam nhin 2030;

Can cir Théng tw s6 31/2017/TT-BTTTT ngay 15/11/2017 ciia B¢ trudng
Bé Théng tin va Truyén théng quy dinh hoat dong gidm sdat an toan hé thong
thong tin; Théng tur sé6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé truedng Bo
Théng tin va Truyén théng Quy dinh chi tiét va hudng dan mét sé diéu ciia Nghi
dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé bdo dam an toan hé
thong théng tin theo cdp do.

S¢ Thong tin va Truyén thong xay dung Ké hoach kiém tra cong tac dam
bao an toan thdng tin, an ninh mang nam 2023 trén dia ban tinh, v&i cac noi
dung nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich



- Kip thoi nang cao nhan thl'rg Qho can bg, cong chuc, vién chirc, nguoi
lao dong trong co quan nha nude V€ tam quan trong cua cong tac dam bao an
toan thong tin, an ninh mang; thuc day viéc chap hanh nghiém vé chu truong,
duong 101 cia Pang, chinh sach phap luat cia Nha nudc lién quan dén toan
thong tin, an ninh mang.

- Pam bao an toan thong tin, an ninh mang cho cac hé théng thong tin cua
cac co quan, don vi, dia phuong trén dia ban tinh.

- Nang cao kha ning tiép can, trau doi kién thuc, xu ly thong tin trén
khong gian mang cho cac s, ban, nganh, dia phuong gop phan dam bao an toan
thong tin, an ninh mang; nang cao nang luc phong, chong hoat dong tan cong
mang, ma doc,...

2. Yéu cau

- Hoat dong kiém tra phai dung noi dung theo ké hoach, dam bao tinh
khach quan, toan dién, dung quy trinh, quy dinh, ti€t ki€ém, hi¢u qua.

- Hoat dong kiém tra khong lam x4o tron, khong gy can tré, anh hudng
dén cong viéc chuyén mon qcﬁa cac co quan, don ‘Vi, dia p}}u:ong’; cac co quan,
don vi, dia ?phuong d]ro’c kiém tra chuan bi cac di,éu kién cftn thiét phuc vu cho
cong tac kiém tra, nham dat dugc muc dich theo ké hoach deé ra.

I1. NOI DUNG KIEM TRA

1. Kiém tra viéc quan triét, cong tac té chirc tr‘ién khai thuc hién cac
van ban, quy dinh cia phap luat va cia UBND tinh ve an toan théng tin, an
ninh mang

- Nghi dinh s0 85/2016/ND-CP ngay 01/7/2016 cua Chinh phi vé béo
dam an toan h¢ thong thong tin theo cap do.

- Nghi dinh sO 53/2022/ND-CP ngay 15/8/2022 cua Chinh phu quy dinh
chi tiét mot s di€u cua Luat An ninh mang.

- Chi thj s6 14/CT-TTg ngay 25/5/2018 ctia Thu tuéng Chinh phi vé nang
cao nang lyc phong, chong phan mém doc hai.

- Chi thi s6 23/CT-TTg ngay 26/12/2022 ciia Tha tuéng Chinh phi V’é
tdng cuong cong tac bao dam an toan thong tin mang, an ninh théng tin cho thiét
bi camera giam sat.

- Thong tu ‘sé 12/2022/TT-BTTTT, ngay 12/8/2922 cua Bo truong Bo
Thong tin va Truyén thong quy dinh chi tiét va huong dan mot s6 di€u cua Nghi
dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé
thong thong tin theo cap do.

- K& hoach s6 160/KH-UBND ngay 16/8/2022 cia UBND tinh vé trién
khai thyc hién Chuong trinh “Bdo vé va ho tro tré em tuong tdc lanh manh, sang
tao trén moi truong mang, giai doan 2022-2025 trén dia ban tinh.

- K& hoach s6 37/KH-UBND ngay 08/3/2023 ciia UBND tinh vé trién
khai thuc hién Quyét dinh s6 964/QD-TTg ngay 10/8/2022 cua Thu tudéng Chinh



phu phé duyét Chién luge An toan, An ninh mang quép gia, chu dong ung pho
véi céac thach thuce tir khong gian mang dén nam 2025, tdm nhin 2030.

- Cac van ban khac lién quan vé an toan thong tin, an ninh mang.
2. Kiém tra cong tic bio dam an toan hé thong thong tin theo cap do

- Cong tac trién khai thuc hién ra soét, hoan thanh viéc phan loai, xac dinh
va phé duyét dé xuat cap do an toan doi voi 100% hé thong thong tin dang van
hanh tai cac co quan, don vi.

- Viéc trién khai day du phuong an bao dam an toan hé thong thong tin
do61 voi 100% hé thong thong tin thude pham vi quan 1y cua co quan, don vi theo
cap do dugc phé duyét.

3. Cong tac bao dam ning cao ning luc phong, chdng phan mém déc hai

Trién khai giai phap phong, chéng mi doc bao vé cho 100% may chi,
may tram, thiét bi dau cudi lién quan va c6 co ché tu dong cap nhat phlen ban
hodc ddu hiéu nhan dang ma doc méi. Giai phap phong, chéng ma doc can co
chtrc ndng cho phép quan tri tap trung; c6 dich vu, giai phap hd tro ky thuat
24/7, c6 kha nang phan ung kip thoi trong viéc phat hién, phan tich va g& bo
phan mém ddc hai; c6 thé chia sé thong tin, dit liéu thong ké tinh hinh lay nhiém
ma doc voi hé thong k¥ thuat cia co quan chirc ning c6 tham quyén,...

4. Kiém tra viéc quan ly, sir dung tai khoan quan trj cac Trang/Cong
thong tin dién tir ctia cac co quan, don vi

Kiém tra viéc quan 1y, st dung tai khoan quén tri cac Trang/Cong thong

tin dién tir cta cac co quan, don vi (dit mat khau, thay doi mat khau, phan quyén
tai khoan,...).

5. Kiém tra cong tic ra soat va cip nhit ban va 16 hong bao mat

Kiém tra viéc trién khai thuc hién ra soat va thuc hién cap nhat ban va cac
16 hong bao mat trong cac san pham Microsoft theo khuyén nghi, hudéng dan cua
Cuc An toan thong tin, S6 Thong tin va Truyén thong va cac co quan chirc nang.

6. Kiém tra cong tac trién khai tuyén truyén nang cao nhin thirc va
pho bién k¥ niang an toan thong tin

Kiém tra viéc to chuc trién khai tuyén truyén ning cao nhan thtc, phd
bién k¥ nang an toan théng tin cho can b, cong chirc, vién chirc, ngudi lao dong
cua co quan, don vi cling nhu nguoi dan trén dia ban.

7. Nhan xét, danh gia thuan loi, kho khin, vuéng mic va kién nghi dé
xuat trong cong tac ddm bdo an toan thong tin, an ninh mang tai co quan, don vi.

I1l. THOI GIAN, POI TUQNG, PHUONG THUC KIEM TRA,
KINH PHI THUC HIEN

1. Thoi gian kiém tra

- Thoi ky kiém tra: Tir ngay 01/10/2022 dén thoi diém kiém tra.



- Thoi gian kiém tra:

+ Dot 1: Dy kién trong Quy 11/2023.
+ Dot 2: Du kién trong Quy 111/2023.
2. P6i twong kiém tra

- Céc s0, ban, nganh cua tinh, UBND céc huy¢n, thi xa, thanh phé va cac
phong, ban, don vi truc thudc.

- Mdi dot kiém tra, Poan kiém tra s& tién hanh kiém tra tai 05 co quan,
don vi (c6 02 don vi cap so, 03 don vi cap huyén); tuy theo tinh hinh, yéu cau
thuc t€, do1 tuong ki€ém tra s€ dugc di€u chinh cho phu hop.

- Bé cuong béo céo, lich kiém tra cu thé s& thong bao dén co quan, don vi
trude 07 ngay lam viéc.

3. Hinh thite kiém tra

- Kiém tra thyc té tai cac sd, ban, nganh, dia phuong; nghe bdo cdo két
qua cong tac ddm bao an toan thong tin, an ninh mang cia co quan, don vi.

- Thanh vién Poan kiém tra cin cr ké hoach, dé nghi cac don vi bdo céo,
giai trinh bo sung va tién hanh kiém tra cac noi dung theo ké hoach dé ra; thiét
lap bién ban, thong nhat két qua kiém tra ddi véi timg don vi dugc kiém tra.
Trao d6i, huéng din, giai dap nhitng kho khin, vudng mic cua cac don vi trong
qua trinh trién khai thuc hién cong tic dam bao an toan thong tin, an ninh mang.

- Sau khi két thuc dot kiém tra, Poan kiém tra téng hop két qua kiém tra
chung, bao cédo lanh dao S& Thong tin va Truyén thong; dong thoi, thong bao két
qua kiém tra dé céc co quan, don vi trién khai cac bién phap chan chinh, khac
phuc (néu c6), nang cao hiéu qua cong tac dam bao an toan thong tin, an ninh
mang.

- Tai mdi don vi duge kiém tra, Poan kiém tra lam viéc theo chuong trinh
cy thé: @ Thong béo quyét dinh kiém tra; @ Truong doan kiém tra quan triét noi
dung, yéu cau, phuong phap kiém tra; @ bai dién lanh dao don vi dugc kiém tra
bao cdo két qua ty kiém tra; ® Poan tién hanh kiém tra cic ndi dung theo ké
hoach; ® Pai dién Poan kiém tra thong bao so bd két qua kiém tra, nhan xét,
danh gia vu diém, tOn tai, han ché cua don vi duoc kiém tra tai thoi diém kiém
tra; ® Truong doan kiém tra két luan, két thuc dot kiém tra.

4. Kinh phi kiém tra: T ngén sach nha nuge cap cho S Thong tin va
Truyén thong cho hoat dong Kiém tra cong tac bao ddm an ninh mang, an toan
thong tin, bao vé bi mat nha nudc trén khong gian mang nam 2023.

IV. TO CHUC THUC HIEN

1. Co quan, don vi duogc kiém tra

Can cf}’ Ké hoach nay, dé nghi cac so, ban, nganh, UBND cac huyér}, thi
x4, thanh pho chi dao cac bo phén, ca nhan lién quan chu dong ra soat, chuan bi
cac di€u kién, ndi dung phuc vu cong tac ki€m tra theo yéu cau, cu the:



- Xay dung Béo céo vé cong tac dam bao an toan thong tin, an ninh mang
ndm 2023 theo ndi dung kiém tra tai K& hoach nay va dé cuong hudéng dan cua
Poan kiém tra; Cung cip cac hd so, tai liéu kiém chimg theo hudng dan yéu cau
ctia Poan kiém tra trong qua trinh kiém tra. T4t ca tai liéu 13 van ban sd, duoc ban
hanh dung quy trinh cta co quan, don vi.

- Phan cong dai dién lanh dao lam viéc v6i Poan kiém tra; ctr can bd,
cong chuc, vién chirc tham muu cong tdc ddm bao an toan thong tin, an ninh
mang cua co quan, don vi minh truc tiép phdi hop lam viéc v6i Poan kiém tra
va chiu trach nhiém vé tinh chinh xAc, trung thuc cua thong tin, tai liéu da cung
cp.

- Khi ¢6 sy thay d6i vé lich hoac thoi gian lam vi¢c ctia co quan, don vi
can théng bao cho Poan kiém tra théng qua can bo dau mdi tiép nhan thong tin.

2. Phong Cong nghé thong tin
- T chrc trién khai thyc hién c6 hiéu qua cac nd1 dung ctuia K& hoach nay.

- th)i hop voi cac co quan, don vi lién quan tham muu Giam dbc So ban
hanh Quyét dinh thanh lap Doan kiém tra.

- Tham muu xay dung dé cuwong, chwong trinh, thoi gian kiém tra va
théng bao cho cac co quan, don vi, dia phuong dugc kiém tra va thanh vién
Poan kiém tra dé thuc hién.

- Tham muu téng hop, bao cdo két qua cong tac kiém tra dam bao kip
thoi, theo quy dinh.

3. Trung tam Giam sét, diéu hanh d6 thi thong minh ctr can bd phdi hop
vo1 Phong Cong nghé thong tin to chirc trién khai thyc hién K& hoach nay.

4. Van phong S¢ theo doi, tham muu vé kinh phi, phuong tién dé Poan
kiém tra thuc hién nhiém vu theo ké hoach dé ra.

Trén day la Ké hoach kiém tra cong tic ddm bao an toan thong tin, an
ninh mang nadm 2023 trén dia ban tinh, S& Thong tin va Truyén thong dé nghi
cac co quan, don vi to chure trién khai thuc hién./.

Noi nhdn:

- UBND tinh (b/c);

- Cong an tinh;

- C4c s0, ban, nganh cua tinh;

- UBND céc huyén, thi xa, thanh phé;
- Gb, cac PGD S¢;

- Cac phong, don vi thude S& (dé th);

- Luu: VT, CNTT.

Trwong Hoai Anh
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